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1 OBLWWME YKA3AHUA

1.1. ®opmynsp Ha usgenne «Cpeacteo Kpuntorpacudeckoin sawutel undopmauun «Kpuntollpo CSP»
Bepcusi 5.0 R2 KC1 wucnonHenne 1-Base» MKTHAN.00101-02 (panee — CK3W), sensietcs AOKYMEHTOM,
YAOCTOBEPSIIOLLMM FapaHTWPOBaHHbIE M3rOTOBMTENEM OCHOBHble xapakTepuctuku CK3W, onpegensiowmm komnnekt
MOCTaBKM, OTPaXKaloLMM CBEAEHUSI O NPOU3BOANMBIX U3MEHEHNSX B KOMIIEKTE MOCTaBKM M APYrve AaHHbIE 32 BECb
Nepuog aKcnayaTauuu.

1.2. Jkennyatauma CK3W pgonxHa npoBogMTbCA B COOTBETCTBMU C SKCMyaTaLMOHHOW [OKYMeHTauwmeid,
npesycMoTpeHHoii HacTosiwmm Popmynsipom, u B cooTBercTBuu ¢ pasgenom V «[llonoxeHuss o paspabotke,
NPOU3BOACTBE, Peann3aLnn 1 3KCrIyaTauun WindppoBanbHbIX (KpUNTorpahniecknx) CpeacTs 3aWwmTbl MHOPMaLMmn
(Monoxenue MK3-2005) ».

1.3. lMopspok obecnedenusi uHdopmauunoHHol besonacHocTn npu ucnonbsosaHun CK3W onpepensietcs
PYKOBOAMTENEM SKCMJYaTUPYIOLLEA OpraHn3aummy Ha ocHose TpeboBaHuli MO OpraHW3auMOHHO-TEXHUYECKUM Mepam
3alUNThI, N3IOXKEHHBIM B SKCMJyaTaLNOHHON JOKYMEHTaLUN.

1.4. Ceptucpukatbl OTKpbITbIX Ktodeld (katoueli nposepkm II1), wncnonbayembie CK3W, pomkHbl ObiTh
BbINyLieHbl YaocToBepsitolnM LeHTpoM, cepTuduumposanHsiM @CE Poccun no knaccy 3awmTel He HUXXe Knacca
3awmThl ncnonbsyemoro CK3N.

1.5. Mpu scrpanBavun CK3W B npuknagHbie cuctembl Heobxogumo no  TexHWYeckomy 3aAaHuto,
cornacosaHHomy ¢ 8 Llentpom ®CB Poccuu, npoBognTh OueHKy BAMSIHUS Cpefpbl (OyHKUMOHMpOBaHMs (panee —
CP) CK3W Ha Bbinonterne npegbsisnentbix Kk CK3V Tpebosanuii B8 cnyyasx:

— ec/in NHPOPMaLMs KOHPUAEHLNABHOMO XapakTepa NOAJIEXUT 3aLLUTe B COOTBETCTBUN C 3aKOHOAATEILCTBOM
Poccuiickoin Pepepaunn;

— Mpu opraHM3auny 3aWwuTbl KOHUAEHUMaNLHOR nHpopmauun, obpabaTeiBaemoii CK3W, B degepansHbIx
opraHax WCMOJIHUTESIbHOI BJACTU, OpraHax UCMOJHUTENLHON BracTu cybbekToB Poccuiickoii Pegepauun;

— npw opranusauun kpunTorpadudeckoli 3amnTel KoHdUAeHUMaNbHOR nHdopmauun, obpabaTteisaemoli CK3WU,
B OpraHMW3aumsax He3aBUCUMO OT WX OPraHWU3aLVNOHHO-NPaBOBON opMbl 1 hOPMbI COBCTBEHHOCTM NPU BLINOAHEHNN
MM 3aKa30B Ha NOCTAaBKY TOBApPOB, BbINOJHEHNE PabOT MM OKasaHue yCayr ANs rocyAapCTBEHHbIX HYXXA,;

— ecan  obsizaTenbHOCTL  3awWmMTbl  UHOPMaUUKM  KOHpMAEHLUMANBHOrO  XapakTepa  BO3JjaraeTcs
3akoHogaTenscTBoM Poccuiickoii Pegepaummn Ha nud, MMEOWMX AOCTYN K 3TON MHOpMauun Wanm HageneHHbIX
MOJSIHOMOYUSAMU MO PACMOPSIKEHNIO CBEAEHUSIMU, COAEPXKALLMMUCS B AaHHON uHopMauuy;

— npu obpabatbiBaHMM uHOPMALUNM KOH(PUAEHUMANLHOIO XapakTepa, obiafjaTeseM KOTOPOW SIBASOTCS
rOCYAapCTBEHHbIE OPraHbl UM OPraHU3aLnm, BbIMONHAIOLLNE FOCYAAPCTBEHHbIE 3aKa3bl, B C/lyYae NPUHSATUS UMU MeEp
No oxpaHe ee KOH(PUAEHLNANLHOCTM MYTEM UCMOJL30BAHUST CPEACTB KPUNTOrpachuyeCcKoii 3awmuTsl;

— npu obpabaTbiBaHum uHOPMALMN KOHMUAEHLUMANBHOMO XapaKTepa B rOCYAapCTBEHHLIX OpraHax U B
OpraHu3aumsx, BbIMOJNHSIOWMX TOCYAAapPCTBEHHbIE 3aKasbl, obnagaTeNb KOTOPOW MPUHUMAET Mepbl K OXpaHe ee
KOH(PUAEHLMANBHOCTI NYTEM YCTaHOBEHNST HEOOXOAMMOCTN KpUNTOrpadhnyeckoii 3almnTsl 4AHHOR UHpopMaLun.

B ykasaHHbix Bbiwe ciy4dasx, ecnn ectpamsanne CK3W nponssoguTcs B npukiagHble CUCTEMbI, B KOTOPbIX
(PYHKLUMM CO3AaHNs M/WNN MPOBEPKN SNEKTPOHHON MOAMMCA HE SIBASIOTCS aBTOMATWYECKMMM, B TOM 4YnCie
HeobXO4MMO MPOBOAMTL OLIEHKY COOTBETCTBUSI MPUKAAAHOA cucTembl n.n. 8 n/unm 9 lMpunoxennsi 1 k [Mpukasy
PCBE Poccun ot 27 pekabpsi 2011 r. Ne 796 «O6 yteepxaeHun TpeboBaHuii K CpeacTBaM 31eKTPOHHOW NOAMUCK U
TpeboBaHuii K CpeacTBaM yA0CTOBEPSIIOLLENO LEEHTPA».

B ocTanbHbIX cayyasx peKOMeHAYeTCst MPOBOAUTL YCTAHOBJIEHHBIM NOpsAKoM oueHky BansHus CD na CK3U
C LE/IbIO OLEHKN ODOCHOBAHHOCTU U JOCTAaTOYHOCTU Mep, NPUHATLIX 4Js1 3alWmnTbl uHopmauumn, obpabaTeiBaemoli

CK3W.

B pasgene 1 pokymenta « XKTHAWM.00101-02 95 01. [NpaBuna nonb30oBaHUsI» yKa3aHbl NPOrpaMMHbIE NPOLYKTbI
(C®P), nposeaerue oueHkmn BausiHust kotopbix Ha CK3W He Tpebyertcs.
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B cnyyae ncnonb3oBaHusi BbI30BOB, He BXOAsLMX B nepedeHb [lpunoxeHus 2 pokymenta «XKTHAWM.00101-
02 95 01. MpaBuia nosnb3oBaHMsi», HeobxoaUMo NpoeoanTh paspaboTky otaensHoro CK3W Ha 6ase «Kpuntollpo
CSP» Bepcusi 5.0 R2 KC1 ucnonnerue 1-Base (c npoBefeHnemM COOTBETCTBYIOLMX TEMATUYECKNX NCCIEA0BAHNIA) B
COOTBETCTBUM C AENCTBYIOLLEA HOpMaTUBHOI Basolt (B YacTHocTw, ¢ [NocTaHosneHnem [NpauTenscrtea Poccuiickoi
Depepauun ot 16 anpens 2012 r. Ne313 u MonoxeHmem o paspaboTke, NPOU3BOACTBE, Peann3aLuyu U SKChayaTauum
wudpoBanbHbiX (KpunTorpaduyecknx) cpeacts 3awmtbl nHopmaumn (Monoxenne MK3-2005)).

[poBeaeHne TeMaTUHECKUX WCCAEAOBAHNIA MNPOrpaMMHbLIX MPOAYKTOB W MPUAOXKEHUA, MNEPEYUCNEHHBIX B
pa3gene 1 gokymenta « KTHAM.00101-02 95 01. MNpasuna nonv3oBaHus», He TpebyeTcs.

1.6. CK3W cooTeetcTByeT «TpeboBaHusim k cpegcrteam snektpoHHoit nognucuy (Mpunoxerne 1 k Mpukasy
PCBE Poccum ot 27 pekabpsa 2011 r. Ne 796 «O6 yteepxaeHun TpebosaHuli K cpefcTBaM 31eKTPOHHOW Mognucu
n TpeboBaHuii K CpeAcTBaM yAOCTOBEPSIOLLErO LEHTPA») MPU WCMOL30BAHUM B CUCTEMAX C aBTOMATUYECKUM
cospaHuem u (1an) aBTOMATUYECKON MPOBEPKOV NEKTPOHHON MOAMNCH.

1.7. ®opmynsap exogut B komnnekT noctaekm CK3W u pgosxeH NOCTOAHHO XpaHUTLCS B OpraHe
(nogpaspenenun), otBeTcTBEHHOM 3a akcnayaTaumio CK3W B oprannsayum.

1.8. Bce 3anucu, BHOCUMbIE B (DOPMYAsiP, AOKHBI BbITh 3aBEpPeHbl MLAMU, OTBETCTBEHHBIMI 33 SKCMJyaTaLuio
CK3W B opranuzsauun.

1.9. CK3W npegHa3sHa4eHO ANt UCMOABL30BaHMS Kak Ha TeppuTtopum Poccniickoii Pepepaunn, Tak n 3a ee
npeaenamun. Vicnonszosanne CK3M B 0bbI4HOM 1K B SKCMOPTHOM BapuaHTE OMNPEAENseTCs JINLEH3NER.
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2 TPEBOBAHWUA K SKCIJTYATALUNN CK3U

Mpu akcrnyataumn CK3W «Kpuntollpo CSP» Bepcus 5.0 R2 KC1 ncnonnexne 1-Base gonaxHbl BbINOAHATLCA
cnegytowme TpeboBaHus:

2.1. C nomouybto CK3W He gonyckaetcst obpabaTbiBaTb MHOPMALMIO, COAEPXKALLYIO CBEAEHMS, COCTABNSAIOLLNE
rOCyfapCTBEHHYIO TaliHy.

2.2. Jonyckaetcsa ucnonbsosatne CK3W gns kpuntorpacuyeckoin 3awutbl NepCOHaNbHbIX SaHHbIX.
2.3. KntoueBas nHdopmMauust sBnsetcst KoHPUAEHUNANBHOA.

2.4. Cpok peiicteus kntoda npoeepkun Il — He bonee 15 seT nocne OKOHYaHUS CpoKa AelicTBUS
cooTeeTcTBytoLero katoda 1.

2.5. BHewHsis ramma, ucnonbsyemast A8 uHULMaNM3auun coctosiHust nporpammuoro [CH, sensercs
KOHbUAEHUMNANBHOIA.

2.6. Mpn cosgaHum 3awWLeHHbIX C  UCMOJb30BaHMEM LWndpoBanbHbiX (KpunTorpadpuyecknx) CpeacTs
MHPOPMALMOHHBIX CMCTEM HEODXOAMMO Ha OCHOBAHWUM MOLESW Yrpo3 W HapYLWWUTENs Ha 3Ty CUCTEMY OMPEAenuTb
HeobX0ANMOCTb npumMeHeHnsi aHTuBMpycHbix cpegcts (ABC). Ecnu Takas HeoDXOAMMOCTb onpefeneHa, LOJIKHbI
npumensTecs ABC, cepTndpmumpoBaHHbie opraHom, OTBETCTBEHHBIM 3a obecneyeHue nHopMaLoHHOI BesonacHocTy
B CO3[aBaeMOii MH(OPMALMOHHOI CuCTEME.

2.7. Pasmelyerne CK3W B nomeleHnsx, B KOTOpPbIX OCyLLeCcTBAsIETCA 0bpaboTka mHdopMaLmm, cogepkalueit
CBEJEHUS, COCTABSIOLME FOCYAaPCTBEHHYIO TaliHy, OCYLLECTBIAETCS YCTAHOBIEHHBLIM MOPSIAKOM.

2.8. Mpu skcnnyatauun CK3W Heobxogumo pykosoacTeoBaThes lNonoxennem MK3-2005.

2.9. BHoc un wucnonb3oBaHme MobunbHOroO ycTpoiicTBa, paboTtatouiero nog ynpaenaeHnem MobunbHeix OC
i0OS/Android/Sailfish, B nomelieHusix, B KOTOpbIX BefyTCS MEPEroBOPbI, COAEPXKALYME CBEAEHUS, COCTABISIOLME
rOCyLapCTBEHHYIO TaliHy, WM MPOBOASATCS PaboTbl CEKPETHOro xapakTepa, 0e3 npoBefeHWs ero creumasbHbIX
NCCNefoBaHniA N CMeLnasbHON NPOBEPKN 3anpeLLaroTCs.

2.10. Ycranoska CK3W Ha paboyee mecTo nosb3oBaTenst MOXeT ObiTb OCyLIeCTBIEHA TONbKO B Ciyvae
NOATBEPXKAEHUS LEJIOCTHOCTM MOMYYeHHbIX ycTaHoBOYHbIX Mopyneii CK3W u skcnnyaTaumoHHoll AOKyMeHTaLum
(paspen 2 «KT4M.00101-02 95 01. Mpasuna nonb3oBaHus» ).
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3 OBLWWVE CBEOEHNA N OCHOBHbIE TEXHUWHECKWNE OAHHDbIE

3.1. CK3N «Kpuntollpo CSP» Bepcus 5.0 R2 KC1 ucnonHenne 1-Base moxeT BbicTynaTb Kak B KaudecTse
rOTOBOrO K MPUMEHEHNIO CPEACTBA, TakK U B KAa4ecTBE NAaT(OpMbl AJ1si MOCTPOEHUSI HA €ro OCHOBE MPOrpaMMHbIX,
nporpaMMHO-annapaTHbIX W annapaTHbIX peleHnii B obnactu obecnedeHnss uHdopmaLmMoHHO besonacHocTy,
OCHOBaHHbIX Ha NMPVMEHEHNN POCCURCKUX KPUNTOrpachuyecKmnx aaropuTMoB.

CK3W npegHasHayeHO A5t BLINOJAHEHUS] CAEAYIOWNX DYHKLNIA

1) 3awnweHHoe XpaHeHWe MOJb30BaTENbCKUX KIIIOYEA B  KJIOHEBOM KOHTEWHEPE C  MCMOJIb30BaHNEM
WNPPOBAHUS, UMUTO3ALMUTBI U ayTeHTUdMKALNK;

2) wndpposaHne, BbIYNCIEHNE NMUTOBCTABKU, X3LWIMPOBaHue, cozaanue/nposepka JIT;

3) opMunpoBaHME CECCUOHHBIX KIOYeld, Kitoueldr obmeHa 1  katodeid  cospavusi/nposepkn I, ux
MMMOPT/3KCNOPT U3/B KAIOYEBON KOHTEMHEP;

4) wnpenTudpukauns, ayteHTndprKaums, wndposatme n nmntosawmrta TLS-coeannennii (« Kpuntollpo TLS»);
5) aytentudpukauus B gomere Windows («Kpuntollpo Winlogony);

6) sawuTa IP-coeannennii («Kpuntollpo IPsecy);
3.2. CK3W dyHKumMoHMpyeT B Cieaytowmx nporpaMmmMHo-annapaTHbIX Cpeaax:

Windows
Windows 7/8/8.1/10/Server 2008 (x86, x64)
Windows Server 2008 R2/2012/2012 R2/2016/2019 (x64)
LSB Linux
AucTtpubyTuesl Linux, ygosnersopsitowme ctangapty Linux Standard Base ISO/IEC 23360 sepcun LSB 4.x.
CentOS 6 (x86, x64)
CentOS 7 (x86, x64, POWER, ARM, ARM64)
CentOS 8 (x64, POWER, ARM64)
OCb (OS-RT) (x64)
TA OC AUC PCCIMN Poceuu (GosLinux) (x86, x64)
PEJ OC 7.1/7.2/7.3 (x86, x64, ARM64)
Fedora 28/29/30/31 (x86, x64, ARM, ARM64)
Oracle Linux 6 (x86, x64)
Oracle Linux 7 (x64)
Oracle Linux 8 (x64, ARM64)
OpenSUSE Leap 42, 15 (x86, x64, ARM, ARM64);
AlterOS (x64)
SUSE Linux Enterprise Server 11SP4 (x86, x64)
SUSE Linux Enterprise Server 12/15, Desktop 12/15 (x64, POWER, ARM64)
Red Hat Enterprise Linux 6 (x86, x64)
Red Hat Enterprise Linux 7/8 (x64, POWER, ARM64)
Check Point GAIA (x86, x64)
Cuntes-OC.PC (x86, x64)
MK «CuHteaM-Knuent» B coctase KIN «30C «CuntesM>» (x64)
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MK «CnrtesM-Cepsep» B coctase KIMT «30C «CunHtesM» (x64)
KM «OC «CunntesM-K» (x64)

Ubuntu 14.04/16.04 (x86, x64, ARM, ARM64)

Ubuntu 18.04/19.10/20.04 (x64, ARM, ARM64)

Halo OS (x64)

Linux Mint 18/19/20 (x86, x64)

Debian 8/9/10 (x86, x64, ARM, ARM64, MIPS)

JNotoc (x86, x64)

Astra Linux Special Edition, Common Edition (x64, ARM, ARM64, MIPS, 3nbbpyc, nogcucrema x86)
MCBCdepa 6.3 Cepeep (x64, ARM64)

ThinLinux 2 (x64)

EMUWAC 1.0 (x64)

Mypena 1.4 (ARM9)

Unix
OC 2nbbpyc Bepcusi 3 (Inbbpyc)
ALT Linux 7 (x86, x64, ARM)
Anbt Cepsep 9, AnbT Pabouasi ctanuyms 9, Anbt Obpasosatue 9 (x86, x64, ARM64, MIPS, 3nbbpyc)
Anbt 8 CIM Cepeep, Anbt 8 CI1 Pabouas cravums (x86, x64, Inbbpyc)
Anbt Cepeep 8, AnbT Pabouasi ctaHuyus 8, Anbt Obpasosatue 8 (x86, x64)
ROSA Enterprise Desktop (RED X4) (x86, x64)
ROSA Enterprise Linux Desktop, Enterprise Linux Server (x64)
POCA KOBAJIbT (x64)
FreeBSD 11/12, pfSense 2.x (x86, x64)
AIX 6/7 (POWER)
Mac OS X 10.9/10.10/10.11/10.12/10.13/10.14/10.15/11 (x64, ARM64)
Solaris
Solaris 10 (SPARC, x86, x64)
Solaris 11 (SPARC, x64)
Sailfish
Sailfish OS (Sailfish Mobile OS RUS) 2/3 (OC «Aspopa») (ARMv7)
i0S
Apple iOS (Bkatouas iPadOS) 8/9/10/11/12/13/14 (ARMv7, ARM64)
Android

Android 8/9/10/11/12 (ARMv7, ARM64, X86, X86 64)

BupTyanbHble cpegbl
Microsoft Hyper-V Server 2008/2008R2/2012/2012R2/2016 (x64)
Microsoft Hyper-V 8/8.1/10 (x64)
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Citrix XenServer 7 (x64)

VMWare WorkStation 11/12/14/15 (x86, x64)

VMWare WorkStation Player 12/14/15 (x86, x64)
VMWare vSphere ESXi/Hypervisor 5.5/6.0/6.5/6.7 (x64)
Oracle VirtualBox 5.2 (x86, x64)

RHEV 4 (x64)

ROSA Virtualization (x64)

Anbt Cepeep Buptyanusaunu 9 (x64, ARM64)

Java-mawmnbl (ans mogyns «Kpuntollpo JavaCSP»)

Java-mawunbl npounseogctea Oracle Ha 32-6uTHoii u 64-6uTHOI nnatdopme:

«Java(TM) 8 Runtime Environment, Standard Edition» sepcumn 1.8

Java-mawmnbl npounseogctea Oracle Ha 64-buTHoli nnaTopme:
«Java(TM) 11 Runtime Environment, Standard Edition» sepcumn 11
«Java(TM
«Java(TM

(TM) 12 Runtime Environment, Standard Edition» Bepcun 12
(TM) 13 Runtime Environment, Standard Edition» Bepcun 13
«Java(TM) 14 Runtime Environment, Standard Edition» Bepcun 14
«Java(TM) 15 Runtime Environment, Standard Edition» sepcumn 15
«Java(TM)
«Java(TM) 17 Runtime Environment, Standard Edition» sepcumn 17

16 Runtime Environment, Standard Edition» sepcun 16

Java-mawmnbl JOVM npounzeoactea IBM Ha 32-6utHoii u 64-6uTtHoii nnatdopme:
«Java(TM) 8 Runtime Environment, Standard Edition» Bepcun 1.8

Java-mawmnbl «OpenJDK» Bepcun 8 Ha 32-6uTHoii n 64-6uTtHoli nnatdopme
Java-mawmner «OpenJDK>» Bepcnii 11/12/13/14/15/16/17 Ha 64-6utHoii nnatopme
Java-mawmnbr «Libericay sepcuit 8/11/12/13/14/15/16/17 Ha 32-6buTHoii u 64-6buTHoli nnaTdopme

MpumeyvaHue.

1. Mpwu skcnayatauyuu CK3W Heobxogmmo yunTeiBaTh, 4TO Nopsigok n cpokm skcnayatauun OC, B cpege
koTopbix pyHkumoHupyetr CK3W, onpegpensitotes npoussogutenamu OC. Vcnonssosanne OC, nogaepxka
KOTOPbIX OCTaHOBJIEHA MPOU3BOSMTENEM, HE AOMYCKAETCS.

2. Heobxognmo ncnonbzoBatb auctpubytusbl ykasanHeix OC, nonydeHHble y paspabotynka OC, n ux
WTaTHble peno3utopun ¢ naketamu. Micnonssosanme npoumnx cbopok OC He gonyckaercs.

3. Ons cepseproro npumerernss CK3W (maccoBoe obcnyxuneaHne) Heobxognma cepBepHasi JNLEH3MS.

CepBepHbiMu cunTatoTCs:
— OC cemeiictea Windows Server;

— OC cemeiictsa Linux Server (Red Hat Enterprise Linux Server, SUSE Linux Enterprise Server,
ROSA Enterprise Linux Server n gp.);

— Cepeepnbie n cetebie OC (AIX, FreeBSD, Solaris);

— Bce nnatdopmbr ¢ cepsepHoii npoueccopHoii apxutektypoin (POWER, SPARC).

4. Nns ncnonssosatusa « Kpuntollpo IPsecy B cpene cepeeprbix OC Heobxoanmo npnobpeTaTs AULEH3NIO
Ha npaeo ncnonb3oaHus « Kpuntollpo IPsecy Ha cepBepe. YkazaHHasi NMLEH3NSA HE BXOAUT B KOMMJEKT
MOCTaBKMN U MOCTABASIETCS OTAEJBHO MO COrNacoBaHNIO C 3aKa3unMKOM.
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5. Ans ucnonbzosaHus npotokona TLS B cpepe cepeepHbix OC, otnuyneix ot Windows, Heobxoaumo
npnobpetaTtb anueHsnto Ha npaeo ucnosb3osaHns CK3W «Kpuntollpo CSP» sepcun 5.0 R2 KC1 gns
TLS-cepeepa. VkasaHHast JIMLEH3USI HE BXOGUT B KOMIUIEKT MOCTaBKM W MOCTABSIETCS OTHENILHO MO
COrnacoBaHuo ¢ 3aKa34NKOM.

Ons umcnonb3oBaHus ABYCTOpOHHelW ayTeHTudmkaumm B npotokone TLS B cpege knmentckux OC
(npn otcytctBum nuuensnu Ha «Kpuntollpo CSP»), Heobxogumo npuobperaTh JMUEH3UIO HA NPaBoO
ncnonbsoeanus CK3W «Kpuntollpo CSP» sepcumn 5.0 R2 KC1 gns TLS-aytenTudmkaumm Ha ofHOM
pabouyem mecTe. YKasaHHasi NIMLEH3USI HE BXOAMT B KOMIUIEKT MOCTaBKWU W MOCTABSIETCS OTAENBHO MO
COrNacoBaHMO C 3aKa34HMKOM.

6. Ons wcnonbsosanusi «Kpuntollpo JavaCSP» B cpege cepeepHbix OC Heobxogumo npuobperaTts
JINUEH3MIO Ha NpaBo ucnonb3osanust « Kpuntollpo JavaCSP» Ha cepsepe. Vka3aHHasi niMuUeH3ns He BXOGUT
B KOMMJIEKT MOCTaBKM W MOCTaBASIETCS OTAENbHO MO coriacoBaHmio ¢ 3akazdukom. B knunentckmx OC
oTAeNbHast nnueH3us Ha ucnonb3osaHue «Kpuntollpo JavaCSP» He Tpebyetcs mpu ycnosuu Hanuums
knneHTckoin nuuensun Ha «Kpuntollpo CSP» eepcusi 5.0 R2 KC1 ncnonxenne 1-Base.

3.3. AnropuTmbl 3awwnpoBaHmns /paclundpoBaHnst AaHHbIX U BbIYNCAEHWS MUMUTOBCTABKN peann30BaHbl B
cootBetcteun ¢ FTOCT 28147-89 «Cuctembl obpaboTku nHdopmaumm. 3awmta Kpuntorpaduyeckas. Anroputm
KpunTorpaduyeckoro npeobpasosarusi», FOCT P 34.12-2015 (TOCT 34.12-2018) «WHdpopmaumoHHas TexHonorus.
Kpuntorpacnyeckast 3awmrta wuHdopmauyun. Bnounbie wudpei», TOCT P 34.13-2015 (FOCT 34.13-2018)
«Wudpopmaumonnas TexHonorus. Kpuntorpaduyeckas sawuta udcopmauum. Pexxumel paboTtbl 6504HbIX W pos».

3.4. AnropuTMmbl (hOpMUPOBAHUNS 1 MPOBEPKMN SJEKTPOHHON Noanucy peannsosansl B cootsetcteum ¢ [OCT P
34.10-2001 «WHdopmaunonHas Texnonorus. Kpuntorpaduyeckas sawuta nHdopmauuu. MNpoueccel hopmupoBaHus
W NPOBEPKM 3neKTpoHHON uudposoii noanucmy, TOCT P 34.10-2012 (FTOCT 34.10-2018) «MWndopmaymoHHas
TexHonorusi. Kpuntorpadumyeckass 3awmrta uHpopmauuu. [lpoueccsl hopMupoBaHnsi M MPOBEPKU 3IJIEKTPOHHON
undppoBsoli nognucu.

Vicnonbsosanue cxembl nognucn FTOCT P 34.10-2001 gnsi co3gaHnsi 3N1€KTPOHHOR MOAMMNCU HE JOMYCKAEeTCs.

3.5. Anroputmbl BbIpaboTku 3HaueHust xaw-cpyHkuun peanusosanbl B cooteercteun ¢ TOCT P 34.11-94
«Wudpopmaymonnas TexHonorusa. Kpuntorpacduuyeckass sawmrta uHdopmauun. PyHkumsa xswwmposanusiy, FTOCT
P 34.11-2012 (FOCT 34.11-2018) «WHdopmauuoHHasi TexHonorusi. Kpuntorpacpuyeckas 3awmta nHgopmMaumu.
DYHKLMS XILINPOBAHNS .

3.6. CeteBass ayTeHTudpmkauus Ha basze npotokona TLS eepeuii 1.0, 1.1, 1.2 ¢ wucnonbsosaHnem
anroputmoB n.n. 3.3.-3.5. peanuszoBaHa B COOTBETCTBUM C METOAMYECKMMU pekomeHgaumsamu MP 26.2.001-
2013 «Wudopmaumonnas TexHonorus. Kpuntorpaduyeckass 3sawmta undopmauyuu. lMcnonssosavne Habopos
anroputmoB wudpposanuss Ha ocHose [OCT 28147-89 pns npotokona 6e30MacHOCTV TPaHCMOPTHOMO YPOBHS
(TLS)» n pekomenpaumsimu no crangaptusauyum P 1323565.1.020-2018, P 1323565.1.020-2020 «MHopmanmoHHasi
TexHonorusi. Kpuntorpadmyeckass sawmta undopmauun. WcnonbsosaHme poccuiickux KpunTorpadruyeckix
aIroOpMTMOB B MPOTOKOJIE Be3onacHocTy TpaHcnopTHoro yposHst (TLS 1.2)».

3.7. CeveBas ayTeHTudmkaums, wmndposaHne 1 obecneyeHne LENOCTHOCTM CoeauHeHnli Ha H6ase nNpoTokosoB
IPSEC c ncnons3oeanuem anroputmos n.n. 3.3-3.5 peanin3oBaHbl B COOTBETCTBMM C TEXHUYECKMMM CrieLmpukaLmsimu,
paspaboTaHHbIMU TeXHUYECKNM KOMUTETOM Mo cTaHgapTusauun «Kpuntorpaduyeckas sawmta nndopmauuny (TK
26):

— TC 26.2.002-2013 «WHdopmaunonHas Texvonorusi. Kpuntorpadpmyeckas 3awmra uHdopmMayuu.

Wcnonbzosanne FTOCT P 34.11-94 npu obecneyerun yenoctHoctu B npotokonax IPSEC n ESPy»;

— TC 26.2.001-2015 «WHdopmaunonHas TexHonorus. Kpuntorpadmyeckas 3awmra uHdopmauuu.

Vicnonbsosanune NOCT 28147-89, FTOCT P 34.11-2012 u TOCT P 34.10-2012 B npoTokosnax obmeHa Kato4amm
IKE n ISAKMP»:
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- TC 26.2.001-2013

ISAKMP>»:
- TC 26.2.002-2014

«ndopmanmontas

«WHdbopmaumnorHas

TEXHONOINA.

TEXHONOINA.

KpunTorpaduyeckas

KpunTorpaduyeckas
WNcnonbzosanue TOCT 28147-89 npu wudposaHnmn enoxennii 8 npotokonax IPSEC ESP».

3awmTa

3awwmTa

nHcpopMauun.
VNcnonbsosanne TOCT 28147-89 n TOCT P 34.10-2001 npu cornacoBaHuu knto4eli B npotokonax IKE u

nHcpopMauun.

3.8. PopmuposaHue 3almieHHbIX coobuieHnii B popmaTte CMS ¢ ncnonbsosannem anroputmos n.n. 3.3.-3.5.
peann3oBaHO B COOTBETCTBUM C MeToaumyeckumu pekomeHgaumsamun MP 26.2.002- 2013. «WHdopmaunoHHas
TexHonorusi. Kpuntorpadumyeckas 3awmta uHdopmauumn. Vicnonssosavne anroputmos TOCT 28147-89, TOCT P
34.10 u TOCT P 34.11 & kpuntorpaduyeckux coobuieHunsx popmata CMS» 1 pekomeHgaumsamm no craHgapTmauum
P 1323565.1.025-2019 «WHdopmauuorHas TexHonorus. Kpuntorpadudeckas sawmta uHdopmauun. PopmaTsl
COODLLEHNIA, 3aLUMLLEHHBIX KPUNTOrPadhnyecKUMmM METOAAMU .

3.9. Kntouesas cucrtema CK3l obecneunBsaeT BO3IMOXHOCTb MapHO-BbIOOPOHHON CBsA3M aboHeHToB ceTu (no
TUNY «KaXAbIT C KAXKABIM» ) C UCNONb30BAaHNEM ANsi KaXKAOW napbl abOHEHTOB YHMKaNbHbBIX KIIOYER, CO34aBAEMBbIX
Ha OCHOBE MPUHLMNA OTKPLITOrO pacrnpeaeneHns Kito4eil.

3.10. BapumaHTbl BO3MOXHbIX HOCUTenel Aanst xpaHeHus kitodeint I (3akpbiTbIX KiOYel) B 3aBUCUMOCTH OT
ucnonbsyemoii OC otpaxeHsl B Tabanue 3.2.

Tabnuua 3.2. Micnonb3oBanune KNOYEBbIX HOCMTENEN B 3aBUCUMOCTI OT NPOrpaMMHO-annapaTHol naaTdhopmel

Hocutenn/0C Windows| Linux |FreeBSD| Solaris AIX Mac Apple | Android | Sailfish
0Ss X i0S
DyHKumoHanbHble KitodeBble Hocutenn (PKH) ¢ nopgaepxkoii SESPAKE!
Pytoken LM 2.0 3000 (USB, Type-C, + + + - - + - + +
micro)
Cwmapt-kapTta PyTtoken DLIM 3.0 + + + - - + + + +
InfoCrypt TokeH++ + + + - - + — - +
®Dopoc 2. basuc + + + - - + - - +
DyHKumoHanbHble KatodeBble HocuTenn (PKH) 6es nogaepkku SESPAKE?
Aladdin R.D. JaCarta-2 TOCT, JaCarta + + - - - + + + +
SF/TOCT
Aladdin R.D. JaCarta-2 SE/PKI/TOCT - - - - - - - + -
Pytoken 3LIM 2.0 (USB, micro, Flash, + + + - - + - + +
Touch)
PyToken LM 2.0 2100 (USB, Type-C,
micro)
PyToken SLIM PKI (USB, Type-C, micro)
Pytoken SUM (USB, micro, Flash)
Pytoken SLIM 2.0 2151
Cmaprt-kaptbl Pytoken LI SC, + + + - - + - - -
Pytoken 3UM 2.0 2100, Pytoken JLIM
2.0 2151
PyTtoken JLIM Bluetooth? + + + - - + + + _
Pytoken PINPad + + + - - + - - _
Pytoken TLS (ucnonuetue 1) + + - - - + - - -
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Hocutenn/0C Windows| Linux |FreeBSD| Solaris AIX Mac Apple | Android | Sailfish
0S X i0S
InfoCrypt VPN-Key-TLS, Token++ TLS + + + - - + - - +
ESMART Token TOCT + + - - - + - - —
KpunTollpo Cloud CSP + + + - - + - - —
(mogynb B3aumopeiicteusi ¢ DSS)
MaccusHble KnloYeBble HocUTENN®
M 3,5", USB-cbnaw-nakonutenn + + + + - + - - _
Gemalto MPCOS (Optelio, Native) + + + - - + - - _
SafeNet eToken + - - - - - — _
Aladdin R.D. JaCarta + + - - - + + + +
LT/PKI/PRO/BIO/TOCT
USB-Ttokenbl PyToken Lite, Pytoken S, + + + - - + - + +
PyTtoken KI1, cmapT-kapTel PyToken Lite
SC
PyToken Lite microSD - - - - - - - + _
eDoc (VJII) + + + - - + - - -
Novacard + + + - - + - - —
OCKAP, ®opoc, Popoc 2, R301 Popoc, + + + - - + + - +
MN3K-M
InfoCrypt Token++ Lite + + + - - + - - +
MorphoKST + + + - - + - — _
Multisoft MS _Key K + + + - - + - - +
ESMART Token + + - - - + — - -
Alioth INPASPOT, SCOne + + + - - + - - -
Rosan + + + - - + - - -
Dallas Touch Memory (iButton) DS199x + - - - - - - - -
Peectp® + - - - - - - - -
Pasgen HDD/SSD M3BM / yctpoiicteo + + + + + + + + +
Apple i0S / ycrpoiicteo Android /
ycTpoiicteo Sailfish®

Mpumevanne.

Ef

1. PaboTa ¢ AaHHBLIMU HOCMTENAMU MOAAEPKUBAETCS B PEXMME aKTUBHOrO BLIYMCANTENS C 3aLUTONA
kaHana wmexgy Hocutenem u CK3W no npotokony SESPAKE (®PKH c nopgepxkoii SESPAKE).
Heobxoanmo Hannune nonoxutensHoro 3akntodenns PCH Poccun Ha ykasaHHble HOCUTENN.

2. PaboTa ¢ gaHHLIMKU HOCUTENAMMN MOAAEPKUBAETCA B PEXMME aKTUBHOrO BblYUCAUTENA 6e3 3awuThl
kaHana mexay Hocutenem n CK3W no npotokony SESPAKE (®PKH 6e3 nopgepxkn SESPAKE).
TpebyeTcsi npumeHeHMe [OOMOAHUTENBHBIX OPraHW3aLMOHHO-TEXHUYECKNX Mep 3awmuTel. Heobxoaumo
Hann4une nonoxutensHoro sakntodeHnss PCB Poccum Ha ykasaHHble HocuTenu.

3. Ncnonb3ytoTcsi TONMBKO B Ka4ecTBe MACCMBHOTMO — XpaHuauwa kiwodesoli  uHdopmauun  bes
NCMONb30BAHUS KPUNTOrPaPryeCKMX MEXaHU3MOB, PEaIM30BaHHbIX Ha CMapT-KapTe/TOKeHe.
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4. B KauecTBe NacCUBHOIO XpaHWINLLA KIO4EBOA MHGOPMaLMK C nepefaqeil AaHHbIX N0 BeCKOHTaKTHOMY
nHTepcbelicy ponyckaetcs mcnosnb3oBaHue Tobko Pytoken DT Bluetooth (npu Hanuuum 3aknioyerns
®CB Poccun).

5. XpaHeHne 3aKpbiTbiXx KtoHeill Ha HecbeMHbix Hocutensix (B peectpe OC Windows, B pasgene
HDD/SSD M3BM, Ha yctpoiictsax Apple iOS/Android/Sailfish n T.n.) gonyckaercs Tonbko npu ycnosun
pacnpocTpaHeHusi Ha HocuTenb TpeboBaHuii no obpalieHnto ¢ katodeBbIMU HocuTensmu (pasgen 3
«XKT41.00101-02 95 01. Mpasuna nonb3oBaHUs» ).

6. Vcnonb3oBaHne apyrux Hocuteneih — Tonbko no cornacoaHuto ¢ PCH Poccun.

7. OnucaHme TUNOB HOCUTENEN, TEXHONOTNIA paboThl C Kto4aMu 1 npaBusia obecnedeHnst bezonacHocTu
npn pabote ¢ Humu npueegeHbl B pasgene 3.3 pokymeHta «KTAM.00101-02 95 01. [pasuna
NOSb30BaHUS Y.

3.11. ®opmupoBaHmue 3akpbITbiX KAtoYeii (katodein II1) Npon3BOAMTCS C MCMOBL30BAHNEM CIEAYIOLLMX TUMOB
cunTbiBaTeneli, ykasaHHbix B Tabnuue 3.4.

Tabnuua 3.4. icnonb3oBaHue cunTbiBaTesel B 3aBUCMMOCTU OT MPOrpaMMHO-annapaTHoii naaTgopmel

Cuutbisatenn/0C Windows| Linux |FreeBSD| Solaris AlIX Mac Apple | Android | Sailfish
0Ss X i0S
Onckosog/USB-nopt + + + + - + - - -
PC/SC coBmecTuMBIli cHuTbIBaTEND + + - + - - + - —

CcMapT-KapT

NAK «Cobonb». Bepcus 3.0. + + + - - - - - -
RU.40308570.501410.001 (Bepcuu kopa
pacwuperuns BIOS 1.0.99, 1.0.180)

MAK «Cobonb». Bepcus 3.1. + + + - - - - - _
RU.88338853.501410.020
(vcnonnenus 1, 2)

MNAK «Cobonby. Bepcus 3.2. + + + - - - - - —
RU.88338853.501410.021
(ncnonnenus 1, 2)

C3N HCA «Akkopa-AMA3» + + - - - - - - -
TV 4012-006-11443195-2005,
TV 4012-054-11443195-2013

Pasgen HDD/SSD M3BM, peectp + + + + + + - - -

Vcrpoiicteo Apple i0S - - - - - - + - _

Verpoiicteo Android - - - - - - - + _

Vcrpoiicteo Sailfish - - - - - — - - +

@ Mpumeyanune. Cnuckn Bepcuii NPOrpaMMHO-annapaTHbIX CPe, B KOTOPbIX PYHKLVOHUPYIOT NEPEHnCIeHHble
n3genusi, NpueedeHbl B JOKYMEHTALUMM HA COOTBETCTBYIOLLEE M3aenue.

3.12. ®opmupoBaHune CayvaiiHoOl NOCAEA0BaTENLHOCTU NpoM3BoanTCs ¢ ncnonbsosanmem ACYH, ykazaHHbIX B
Tabaunuye 3.5.
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Tabnuua 3.5. Vicnonbsosanne ACYH B 3aBMCMMOCTN OT MporpaMMHoO-annapaTHoii naatopmei

Ac4/0C Windows| Linux |FreeBSD| Solaris AIX Mac Apple | Android | Sailfish
0Ss X i0S
Buonornyecknin 4CH + + + + + + + + -
®Puznyecknii JCH B cocTase + + + - - - - - —

NAK «Cobonb>»
RU.40308570.501410.001 (Bepcun kopa
pacwuperuns BIOS 1.0.99, 1.0.180)

®Pusnyecknii JCH B cocTase + + + - - - - - -
MNAK «Cobonb». Bepcus 3.1.
RU.88338853.501410.020
(ncnonnenus 1, 2)

Duznyeckuii JCH B cocTase + + + - - - - - -
MNAK «Cobonb». Bepcusi 3.2.
RU.88338853.501410.021
(ncnonnenus 1, 2)

®uzunyeckuii JCH B cocTase + + - - - - - - -
C3N HCA «Akkopa-AMA3»
TV 4012-006-11443195-2005,
TV 4012-054-11443195-2013

®Puzudeckuii JCH B cocTase + + - - - - - - -
AMMA3 «KPUNTOH-3AMOK/VY>»
(M-5266) KB >K.468243.067 TV,
ANMMA3 «KPUMNTOH-3AMOK/E>»
(M-526E1) KBXK.468243.000 TY

Pusnyecknii JCH B cocTase + —+ - - - - - - -
ANMMA3 «Makcum-M1»

Duzunyeckuii 4CYH + + - - - - - - —
«KPUMNTOH USB-ACYH »

Puzunvecknii JCY B cocrase + + - - - - - - —
ANMMA3 «Butsazs-A»

BrewHsas ramma + + + + + + - - +

@ Mpumeyanne. lVcnons3osaHue gpyrux ceptucpuumposaHubix Tunos [ACH ponyckaetcs Tonbko no
cornacoBaHuto ¢ PCHE Poccuu.
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4 KOMIMUIEKTHOCTb

Tabnnua 4.1. Komnnektaums «Kpuntollpo CSP» Bepcus 5.0 R2 KC1 ucnonnenne 1-Base

HaumeHnoBaHue 0O603HaueHune
1| Kpuntollpo CSP. Bazosbie mogynu. 2KT4KM.00101-02
2| Kpuntollpo IPsec. 2KT4KN.00101-02 99 01
3| Kpuntollpo JavaCSP. 2KTAN.00101-02 99 02
4| Kpuntollpo CSP Lite. 2KT4KM.00101-02 99 03
5| Mogynb Check. 2KTAIN.00101-02 99 04,
cMm. [Mpumevanne, n. 1
6 | Kpuntollpo CSP. ®opmynsip. 2KT4KM.00101-02 30 01
7| Kpuntollpo CSP. Onuncatve peanusauuu. 2KT41.00101-02 90 01
8| Kpuntollpo CSP. Onucatue peannsauun IPsec. 2KT4KM.00101-02 90 02
9| Kpuntollpo CSP. PykoBogcTeo agMuHucTpatopa besonacHocTtu. 2KTA.00101-02 91 02
Vicnonbzoeanne CK3W nog ynpaenesnem OC Windows.
10 | Kpuntollpo CSP. PykoBoacTeo agMuHucTpaTopa besonacHocTu. 2KT4KM.00101-02 91 03
Vicnonbzosanne CK3W nog ynpasnexnem OC Linux.
11 | Kpuntollpo CSP. PykosoacTeo agMuHmucTpaTopa besonacHocTu. 2KT5KN.00101-02 91 04
WNcnonbsosanue CK3W nog ynpasnerdunem OC FreeBSD.
12 | Kpuntollpo CSP. PykoBoacTeo agmuHucTpaTopa besonacHocTu. 2KT41.00101-02 91 05
Wcnonbsosanne CK3W nog ynpaenennem OC Solaris.
13 | Kpuntollpo CSP. PykoBoacteo agmuHucTpaTopa besonacHocTu. 2KT41.00101-02 91 06
WNcnonbsosanue CK3W nog ynpasnerunem OC AlX.
14 | Kpuntollpo CSP. PykoBoacteo agmuHucTpaTopa besonacHocTu. 2KT4KM.00101-02 91 07
WNcnonbzosanue CK3W nog ynpasnedunem OC Mac OS.
15 | Kpuntollpo CSP. PykoBoacTeo agmunucTpaTopa besonacHocTu. 2KT4KM.00101-02 91 08
WNcnonbzosanue CK3W nog ynpasneruem OC iOS.
16 | Kpuntollpo CSP. Pykosoacteo agmuHucTpaTopa besonacHocTu. 2KT4KM.00101-02 91 09
WNcnonbzosanue CK3W B BupTyanbHbix cpegax.
17 | Kpuntollpo CSP. PykoBoacTeo agMuHucTpaTopa besonacHocTu. 2KT4N.00101-02 91 10
Vicnonbzosanne CK3W nog ynpasnexnem OC Sailfish.
18 | Kpuntollpo CSP. PykoBoacTeo agMuHmucTpaTopa besonacHocTu. XKTAK.00101-02 91 11
Wcnonbsosanne CK3W nog ynpaenernem OC Android.
19 | Kpuntollpo CSP. PykoBoacTeo agmuHucTpaTopa besonacHocTu. 7KT4KM.00101-02 91 12
WNcnonbsosanue JavaCSP u JavaTLS.
20| Kpuntollpo CSP. NHcTpykumns no ncnonssosanuto CK3W nog ynpasnennem OC Windows. | XKTHAK.00101-02 92 01
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HanmeHosaHue O6o3HaueHue
21| Kpuntollpo CSP. NHctpykumns no ncnonssosanuto CK3W nog ynpasnernunem OC iOS. 2KT4KN.00101-02 92 02
22 | KpunTtollpo CSP. NHctpykumnst no ncnonbsosanunto CK3W nog ynpasnernunem OC Android. 2KT5KN.00101-02 92 03
23| Kpuntollpo CSP. NHctpykums no ncnonssosanuto JavaCSP. 2KT41.00101-02 92 04
24| Kpuntollpo CSP. NHcTpykums no ncnons3osanuto JavaTLS. 2KT4KN.00101-02 92 05
25| Kpuntollpo CSP. NHcTpykumst no ncnosib30BaHuto rpachny4eckoro npuioxeHus 2KT5KN.00101-02 92 06
NuctpymenTer Kpuntollpo.

26 | Kpuntollpo CSP. lMpunoxeHne komaHAHON CTPOKKU Cryptcp. 2KT4KM.00101-02 93 01
27 | Kpuntollpo CSP. lMprnoxeHrne komaHgHo CTpokn anst paboTbl ¢ cepTudmkaTamu. 2KT4KN.00101-02 93 02
28| Kpuntollpo CSP. MpunoxeHns komaHnaHoi cTpokn ans cosganus TLS-TyHHens. 2KT45KM.00101-02 93 03
29 | Kpuntollpo CSP. APM BbIpaboTky BHewHel raMmei. 2KT5KN.00101-02 94 01
30| Kpuntollpo CSP. MNpasuna nons3osaHus. 2KT41.00101-02 95 01
31| Kpuntollpo CSP. PykoeoacTteo nporpammucra. 2KTA.00101-02 96 01
32 | Kpuntollpo CSP. Pykoeoacteo nporpammucta JavaCSP. 2XKTA.00101-02 96 02
33| KpunTtollpo CSP. PykosoacTtso nporpammucta JavaTLS. 2KT41.00101-02 96 03
34| Kpuntollpo CSP. PykoeogcTteo nporpammucta Mogyne Check. 2KT4KN.00101-02 96 04
35| Ceptucpukat CK3U (korus).

E.f

Mpumeyanne.

BUAE.

1. Mogynb npegcraBnsier coboii Habop camocTosTenbHbIX (He Tpebytowmx ycTaHoBKM 6az0oBbIX MOAynei
Kpuntollpo CSP) nporpamMMHbIX KOMMOHEHTOB, BbIMOMHSIOWMX PYHKLUNM pacHeTa X3LW-3HAYEHUs 1
npoeepkun Il u npegHasHadeHHbIx Ansa skcnayatauumn nog ynpaenednem OC CH Astra Linux SE.
2. KoMniekT [OKyMeHTaumm npefHa3HayeH ANns aAMUHUCTPATOpoB besomacHocTw,
NPUKNagHOro nporpammHoro obecnedenusi u nosnbsoeateneii CK3.
3. MNporpammHoe obecneveHne u [OKYMeHTaLusi B 31eKTpoHHoM Buge B dopmate PDF  (Adobe
Acrobat Reader) nocraensietcsi Ha komnakt-gucke (CD-ROM, CD-RW, CD-R, DVD, DVD-R) eauntbim
ancTpubyTtneom, opmynsp u konus ceptucpmkarta, 3asepedtas OO0 «KPUMTO-NMPO», — B nevyatHoM

paspaboTunkos

4. VcnonbsosaHue CK3W B KOHKpeTHOI nporpaMMHO-anmnapaTHOW Cpeae OrpaHuymMBaeTCs JNLEHSNENA.
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5 ATNNAPATHO-MNMPOrPAMMHOE CPEACTBO 3ALLINNTBI OT HCA

Nzpenne «Kpuntollpo CSP» Bepcus 5.0 R2 KC1 uncnonnenne 1-Base (MKTAWM.00101-02) ykommniekToBaHO
annapaTHO-NMPOrpaMMHbLIM CPEeACTBOM 3alWUThl MHGOPMAaLMKU OT HECAHKLMOHVPOBAHHOMO LOCTYNA.

HaumeHosanue nsgenus, TY CepuiiHblii HOMep, faTa Bbinycka

M. / /

II_II 20 T
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6 CBUAOETEJIbCTBO O NPNEMKE

Nzpenne «Kpuntollpo CSP» Bepcnsi 5.0 R2 KC1 ucnonnenune 1-Base (XKTA.00101-02)

cepuiinblin Ne guctpubyTuea

HOCUTENN!

D KOMMNaKT-AUCK — T

cooTBeTcTBYeT 3TanoHy, xpaHsiwemycs 8 000 «KPUMTO-MPO>», n npu3HaHo rogHbIM Ajs 3KCnayaTaunm.

Hata Bbinycka: "__" 20 . r.

M., / /

17



MKT5AKM.00101-02 30 01. Kpuntollpo CSP. ®opmynsap

7 CBUAETEJNIbCTBO OB YINAKOBKE

Nzpenne «Kpuntollpo CSP» Bepcnsi 5.0 R2 KC1 ucnonnenune 1-Base (XKTA.00101-02)

cepuiinblin Ne guctpubyTuea

YNaKOBAHO B

[J GymarHbiii koHBepT
[ kopobky

[ nnactukosbiii KOHBEPT

]

HaTa ynakosku: "___" 20 r.

M.. VnakoBKy npoussen /
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8 TAPAHTUN N3TrOTOBUTENA (MOCTABLLNKA)

8.1. MNonb3oBaTens npuobpeTaeT U3genne U HeceT OTBETCTBEHHOCTb 3a €ro UCMOJIb30BaHWe B COOTBETCTBUN C
pekoMeHAaUNsIMU, N3/I0XKEHHBIMUN B SKCMJyaTaLMOHHON [OKYMEHTaLUu.

8.2. lpennpusiTne-n3rotToBNTENL rapaHTUpyeT paboToCnoCOBHOCTL U3LeNnst B COOTBETCTBUMN C 3asIBJIEHHBLIMU
XapakKTepucTmkamu.

8.3. B cniy4ae BobisiBNEeHWsI B NpOrpammHOM obecnedeHun [edbeKTOB, HE CBSI3aHHbLIX C HapyLIEHMEM MpaBu
SKCMJlyaTauumn, TPAHCMOPTMPOBAHUS U XPaHEHUsl, U3fenune NoAnexuT peknamauuum. [lpegnpnsaTue-usrotoButesNb
0bs13yeTCs MO NONYHEHNIN PEKIAMALMK B BO3SMOXXHO KOPOTKUI CPOK YCTPaHWUTL AedeKTbI CBOUMYI CUIaMU 1 CPeACTBaMU
BMJOTb A0 MOCTaBKM HOBOIO M3LE/Nsl, a TakXKe MNPUHATL Mepbl, UCKoYatowme 3Tu gedeKkTol B MOCIeayowmx
3K3eMMJsipax n3genuns.

8.4. TapaHTuiiHbIiA cpok nsgenns — 12 mecsiueB C MOMEHTA NOCTABKYM MW YCIOBUN CODMIOAEHNS NOMb30BaTENEM
TpeboBaHUii SKCNyaTaLMOHHOW AOKYMeHTaumn Ha usgenuve. [pumedanne. MNpu OTCYyTCTBUM faHHBIX O AaTe NOCTaBKM
W3AENNsi TapaHTUiAHbLI CPOK OTCHUTBLIBAETCS OT AaTbl €ro BbiMyckKa, ykasaHHoi B pasg. 6 CBUAETE/LCTBO O
MNPNEMKE.

8.5. [aHHble o noctaske (npoaaxe) nspenus:

(HaumeHoBaHMe opraHusaunmu-nocTaBLWmka (NpoaaBLa) M3aenns)

HaTa noctaekm: "__" 20 r.

M. / /
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9 CBEAOEHUVA O PEKJTAMAUUNAX

9.1. Peknamauum, cBsizaHHble C 3KCNyaTauneli nsfenns, AOMKHbI HaNpPaBAATLCS NPEANPUATUIO-U3TOTOBUTENIO
B NMMCbMEHHOM BUAE MO afpecy:

127018, r. Mockea, yn. Cywéesckuin Ban, 4.18.
9.2. Cpok paccmoTpeHusi peknamauum — 1 (oguH) MecsiL, o fHsI MOJyYeHNUsT PekamaLmn.

9.3. Hpm HECOOTBETCTBMN MNOCTABAAEMOro w3A[eNnsA, €ro Tapbl, YNaKOBKW, KOHCEpPBALWUWN, MAPKUPOBKN W
KOMMJIEKTHOCTHN Tpe6OBaHVIﬂM COI'IpOBO,EI,VITeJ'IbHOVI AOOKYMEHTauum, nonb3oBaTesib obszaH HanNpaBUTb pPeEKaMayunto
npeanpuATNO-N3roToBNTENO B TEHEHNN 60 ,D,Hel7| CO OHA NOCTAaBKW N3OENNA.

9.4. lNpepnpnATNe-U3roToBUTENb MPUHUMAET pEKNAMaUWiO, €CAN He YCTaHOBJIEHA BMHA MoOJiyyYaTens B
BO3HUKHOBEHUU AedbeKTa B U3LENNU.

9.5. CeeneHus o peknamauusx dpukcupytotcs B Tabn. 9.1,

Tabauua 9.1. Ceepenuns o peknamauusx

[aTa Copep>xaHune peknamavuu Mepb!, NPUHSATBIE NO peknaMaLui Mognuce
OTBETCTBEHHOrO

nnua
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10 CBEAOEHWA O XPAHEHUU

[aTta ycTanosku Hata cHsaTus YcnoBus xpaHeHus HonmxHocTb, hamunus
Ha XpaHeHue C XpaHeHus W noAnuCh OTB. /LA
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11 CBEAOEHWA O SAKPENNEHUN N3OEINA MNPV SKCMNJTYATAUNN

HosmxHocTb
OTBETCTBEHHOIO
amua

Damnnus
OTBETCTBEHHOIO
anua

Homep n gata
npukasa o
Ha3HaYeHuu

Homep n gata
npukasa ob
ocBobOXAEH MM

Mognuch
OTBETCTBEHHOO
nmua
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12 CBEAOEHUWA OB NSMEHEHUNAX

n/n

OcHogatue (Bx. Ne
CONpPOBOANTENBLHOIO
AOKYMeHTa 1 faTa)

HaTa

npoBsefeHns
N3MEeHEeHMs

CopgepxaHne n3meHeHus

JomxHocTb,
dbamuans un
NOANUCHL N1ua,
OTBETCTBEHHOIO 3a
N3MeHeHUs

Moanuce nnua,
OTBETCTBEHHOIO 3a
SKCnyaTaLuto
nsgenus
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13 OCOBbIE OTMETKWU

24
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