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MKTHAN.00101-02 92 05. Kpuntollpo CSP. MHcTpykumsa no ncnonbsosanuto JavaTLS

© 000 «KPUNTO-MPO>», 2000-2022. Bce npaBa 3awyuLueHbl.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoguMT B KOMMAEKT noctaeku nporpammuoro obecnederus CK3W Kpuntollpo CSP Bepcun 5.0 R2 KC1,
Ha Hero pacnpoCTPaHSIOTCS BCE YCNOBUS JINLEH3NOHHOIO coratueHns. bes cneymanbHOro NMCbMEHHOro paspeLueHuns
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymnsi  [pucsoeHne onpepeneHHbix aTpubytoB (agpeca, HOMepa KtOYa, MPaB MCMOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyrolein LoKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOLMNIA MPUHAANEKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

CoK Cpesa pyHKUMOHMPOBAHUSI KOMMIEKCA

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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AHHOTaUMNSA

Hactosiwas VIHCTpyKLmMsi comep)XmMT onmcaHme nNpoLecca yCTaHOBKMW, HACTpolikn u ucnons3osaHus Kpuntollpo
JavaTLS (JTLS), exogsiwero B coctaB cpegctsa kpuntorpaduyeckoin 3awmtsl nHdopmaunn «Kpuntollpo CSP»
Bepcus 5.0 R2 KC1 ucnonnenne 1-Base.

Mogynb Kpuntollpo JavaTLS npegoctaenser goctyn k peanusaymsam npotokosos SSL n TLS B cooTeetcTBUM C
POCCUIACKMMMN KPUNTOrpadhnyecKUMM anropuTMamm n pyHKLMOHUPYET NOA YNpaB/eHneM BUPTYabHOW Java-MalnHbl.

OcHoBgHble dyHkuumn, peannsyemble Kpuntollpo JavaTLS:

e nBe cxeMbl ayTeHTUdMKaLMU C UCMNOJb30BaHWEM obMmeHa kitodeid no cxeme [dudpcbu-Xannmana u
xawmposarus B cootserctBun ¢ FOCT P 34.11-94 n TOCT P 34.11-2012 — ogHOCTOPOHHsIsi (QHOHWUMHBIA KINEHT,
ayTeHTUULMPYEMBbI CEPBEP) U ABYXCTOPOHHSS (ayTeHTUdMLMPYEMbIe KIVEHT 1 CEPBEP);

e B Cayyae ayTeHTUUKALMN KIMEHTA HA KAtOYE MOANUCA MPUMEHAIOTCS airopUTMbl BbIpaboTKM 1 NpoBeEpKM
anekTpoHHoii nognucu B cootsetcteun ¢ [OCT P 34.10-2001 wau FOCT P 34.10-2012;

e wndposanune coeanHerns B cooteetcTeuu ¢ anroputmamu FOCT 28147-89, TOCT P 34.12-2015 Marma u
FOCT P 34.12-2015 KysHneuuk;

e NMMTO3alWMTa nepegaBaemblx gaHHbix B cooteetrcTBum ¢ [OCT 28147-89, TOCT P 34.12-2015 Marma n
FOCT P 34.12-2015 KysHneuuk.
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1 VYctanoBka Kpuntollpo JavaTLS

Vcranoeka mogynst Kpuntollpo JavaTLS He Tpebyetcs, dyHkumonan nposaiifepa byaet goctyneH nocne
nobaeneHna moayns B classpath.

DKCnlyaTauus OCyLLECTBSETCS NyTeM fobaBneHus npoBaliiepa B CMMUCOK java.security:

security.provider.<N>=JTLS

B cny4yae ncnonbsosaHus Java-mawinH sepcun 1.8:

Ons ycranoskn Kpuntollpo JavaTLS Ha 3BM c ycraHoeneHHoii Java-mawmHoii Bepcum 1.8 cnepyiite
OMUNCAHHOW HUXKE WHCTPYKLMN.

Mepea Tem, kak npuctynuTe K yctaHoeke Kpuntollpo JavaTLS, Heobxoanmo ycTaHOBUTHL KpunTonposaiigep
Kpuntollpo JavaCSP, Bkntouasi mogynn wudposaHus.

Vcravoeka mogynst Kpuntollpo JavaTLS moxer 6biTb BbinosHeHa € nomowibio rpadumyeckoro (setup.exe,
setup_gui.sh) namn koHconbHoro (setup console.bat, setup console.sh) nHcrannstopos.

Vcranoeka mopynsi Kpuntollpo JavaTLS ¢ nomoLyblo KOMaHAHOR CTPOKM BO3MOXKHA B WHTEPaKTUBHOM (C
ydactuem nosb3oBatens) u Tuxom (be3 B3aMMOAECTBMS C nosb3oBaTenem) pexumax. [ns 3anycka ycTaHOBKW B
MHTEPAKTUBHOM PEXVME HEOOXOAMMO BbLIMOSHUTL CIELYIOLWYIO KOMaHZy C NnpaBaMy agMUHMCTPATOpa W3 Mmanku ¢
nHctannaTopom: setup_console.bat <myrs_k_JRE>

B npouecce ycTaHOBKM Nofib30BaTE/IEM MOLLATOBO YKa3bIBAOTCS Heobxogumele faHHble. [lns ycTaHOBKU Mogyns
Kpuntollpo JavaTLS B okHe ycTaHOBLMKa Ha STane BbibOpa NpoaykToB Heobxogumo ykasatb « TLS nposaiigep.

[Ins yCTaHOBKM B TUXOM PEXWUME UCMONb3YHOTCA AOMNOJHUTEbHBIE NapaMeTpbl KOMaHAHOW CTPOKWU, Hanpumep
setup_console.bat -help):

p P

1) ycranoeka JCP (c mogynem wudposanus) u mogynst JTLS (cpSSL) B C: \Program Files\Java\jre8:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -jre "C:\Program Files
\Java\jre8" -jcp -jcryptop -cpssl

2) pononHuTenbHast ycTaHoBKa K yxe yctaHoeneHHomy JCP mopynst JTLS B JRE no ymonuanmio (Tekyuas
ncnonHsiemasi JRE) ¢ ykasaHnem cepuiitoro Homepa ans JTLS:

setup_console.bat "C:\Program Files\Java\jre8" -force -ru -install -cpssl -sslserial
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

VcTanoeka Mogynst Kpuntollpo JavaTLS Takxke MOXeT OblTb BbIMOSHEHA C MOMOLWbIO rpaduyeckoro
ycTaHoBwuKa setup.exe. lNpouecc ycraHoskn Kpuntollpo JavaTLS ananoruyen npoueccy yctavosku Kpuntollpo
JCP wnun Kpuntollpo JavaCSP ¢ eaunHCTBEHHbIM yTOuYHeHnem — pansi yctaHoskum mopaynst JTLS B okHe Bbibopa
NPOAYKTOB MHCTaNNSTOPa Heobxogumo yctaHoBuTb cnar B none TLS nposaiigep (cm. puc. 1).
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|£] JCP Installer — X

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
BbibepuTe NpoayKTbI:

Kpuntonposainep JCP

[ ] BrntounTh yeuneHHblit KOHTPONb MCTONb30BAHUS KITIOY el
Moayne wudposaHus
[ |Monynb noanepky KapT U ToKeHoB, TpebyeT OCF (ycTapen)
[ |Monynb noanepkn KapT U TOKEHOB
P

D Moagynu CAdES, XAdES, TpebyioT bouncycastle: bc*-jdk150n-1.50

HaTueHblit kpunTonposaitnep Java CSP, Tpebyet Kpuntolpo CSP
MpoBaiigep NO YMONUEHUIO:

Crypto-Pro Installer, 2005-2018
Hazan Hanee OTmeHa

PucyHok 1. Ycranoeka moaynst Kpuntollpo JavaTLS

Ha cneaytowem atane ycTaHoBkM byaeT npeanoxeHo BeecTu Homep auuensun ans Kpuntollpo JavaTLS s
cooTseTcTBytoLee nosie (cMm. puc. 2).

|£ | JCP Installer — K

/7~ N\
P KPUMTOMPO
N—""

YcraHoBKa
BeeauTe cepuiiHble HOMEepa ANs NPOLYKTOB:
JCP:
JTLS:
JCSP:

Crypto-Pro Installer, 2005-2018

Hazan OTmeHa

PucyHok 2. Beog nuuensun Kpuntollpo JavaTLS

Ecnn HoMep nuueH3um He ykasaH Ha 3Tane yCTaHOBKWU, TO OyayT WCnonb30BaHbl CepuiiHbie HOMepa Mo
YMONYaHUIO CpoKoM AeiicTeusi 3 Mecsua. Homep NuUEH3UM TakKe MOXHO BBECTM MOC/IE YCTAHOBKM C MOMOLLbIO
KOHTPOJILHOM MaHenn ninm KOMaHAaHoii ctpokm (cm. pasg. 1.1).
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VCTaHOBKa MOXET OCYLLECTBASTLCS 4Yepe3 Bbi30B nporpammbl Java. [ns 3anycka nporpaMmbl yCTaHOBKM
HeobxoanMo BbI3BaThL Java ¢ umeHeM jar-chaiina, Hanpumep:

<JRE>/bin/java -jar cpSSL.jar
Takxe BO3MOXHa YCTaHOBKa C BBOAOM CEPUIHOrO HoMepa ¢ nomoubto kKnacca ru.CryptoPro.ssl.JTLSInstall:

<JRE>/bin/java -cp cpSSL.jar ru.CryptoPro.ssl.JTLSInstall -install -verbose -sslserial
XXXXX-XXXXX-XXXXX-XXXXX-XXXXX -sslcompany "My Company"

Mpumevanue. lMpouecc yctaHoeku Kpuntollpo JavaTLS Bo mMHOrom coBnagaer C MpoLECCOM YCTaHOBKM

moayns Kpuntollpo JavaCSP. [dns nonydenns nogpobHoli mHcpopmauum no Buaam yCTaHOBKU, OMMCAHUS
@ AOMOJIHUTENBHBIX MAPaMETPOB MHCTANISTOPA M MOLIArOBOro NPOLLECCa YCTAaHOBKM MPOAYKTOB CM. UHCTPYKLUIO
no ncnons3sosanuto Kpuntollpo JCP unun Kpuntollpo JavaCSP, Bxogsiuyto B KOMMAEKT 3KCMyaTaLNOHHON
pokymenTauun Ha CK3U.

1.1 BBopg cepuiiHoro Homepa nuueH3nun

[ns pabotsl ¢ nuuensneii Kpuntollpo JavaTLS mMoxHO ncnonb3oBaTh KOHTPOsIbHYO NaHenb (3aknagka Cepsep
JTLS) vnu komangHyto cTpoky (knacc ru.CryptoPro.ssl.ServerLicense).

MuHuMmanbHble Tpe60|3aHv|;| K JINUEH3NWN Ons ,D,aHHOVI CNCTEMDbI YKa3aHbl Ha KOHTpOﬂbHOﬁ MaHENN, TaKXE NX
MO>XHO Y3HaTb U3 KOMaHﬂ,HOVI CTpPOKWU:

ru.CryptoPro.ssl.ServerLicense -required

Beog nuuensun ocywectensiercs Boizosom knacca ru.CryptoPro.JCSP.JCSPLicense ¢ napameTtpamu:
ru.CryptoPro.ssl.ServerLicense -serial "serial_number" -company "company_name" -store
Tak)ke MOXXHO NPOBEPUTH 3aAaHHYIO NLEH3NIO DE3 ee YCTaHOBKM:

ru.CryptoPro.ssl.ServerLicense -serial "serial_number" -company "company_name"

BbizoB knacca ru.CryptoPro.ssl.ServerLicense be3 napameTpoB NPOBEPUT YCTAHOBEHHYIO JINLIEH3NIO.
HaTy nepBoii yCTaHOBKM MOXHO Y3HATb C MOMOLLbIO KOMaHAbI:

ru.CryptoPro.ssl.ServerLicense -first

[ns BbIBOAa cnpaBku ncnonb3yiiTe KOMaHay:

ru.CryptoPro.ssl.ServerLicense 7

Ons eseoga nuuensun Kpuntollpo JavaTLS c nomouwbto KoHTponbHOW naHnenn oTkpoiite 3aknagky Cepsep
JTLS wn Haxmute kHonky BBoa nuuen3um. B oTkpbiBliemcs OkHe BBeguTe WMsi NOMbL30BaTeNsi, Ha3BaHue
opraHu3auun n cepuiiHblii Homep npogykTta (cm. puc. 3).

Crpatnua 8 n3 14



MKTHAN.00101-02 92 05. Kpuntollpo CSP. MHcTpykumsa no ncnonbsosanuto JavaTLS

1CcP ANropuTMbl ObopynoeaHne JlononHUTeNbHO OKpyseHue
Xpanunuwa kioveii n ceptndukatos J60scar Cepeep JTLS Hactpoiikn TLS

Kpwntollpo JTLS v.2.0
(c) KpunTto-Npo, 2005-2018, BCe NpaBa 3aliynilueHbl

JneHzua

Bepcua: 2.0

CepuifHbiiA HoMep: CT20B-00030-00YEV-5A
Bnapeneu: He ycTaHoBneH
OpraHu3auus: He ycTaHoBneHa

Twn: CepBepHasn

[lonycTuMoe KONMUECTBO Ceccuii:
Bpema neicTens:
[laTa nepBoil YCTaHOBKK: Wires: USER

CepwuitHbiii Homep: | 00000-00000-00000-00000-0
OK OTtmeHa

|£ | Beoa nuueHzum X

OK OTmMeHa [pUMeHNTD

PucyHok 3. Beog nnuensnn Kpuntollpo JavaTLS ¢ nomouwbto KOHTPOABHOR naHenm
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2 KoHTponbHasi naHesnb

OcHoBHoOIl Habop 3akNafoK KOHTPONLHOW naHenu onucad B WHcTpykuus no wucnosnbsoeanuio Kpuntollpo
JCP. [ononnutensHble 3aknagku, ycrtanasnusaemble Kpuntollpo JavaCSP, onucansr 8 XKTAN.00101-02 92 05.
Kpuntollpo CSP. NHcTpykunn no ncnonssosanuto JavaCSP.

MNMocne ycraHoekn mogyns Kpuntollpo JavaTLS Ha KOHTpOJSibHOW naHenn nosiBATCS 3aKJagKu:
e Cepeep JTLS;
e Hacrpoiikn TLS.

2.1 3aknapka «CepBep JTLS»

3aknagka «Cepsep JTLS» (cm. puc. 4) npegHasHayeHa Ansi NpoCMOTpa MHAOPMALMN O TeKyLell MLeH31m
Ha ncnosib3oBaHme npogykTa Kpuntollpo JavaTLS, a Takxe ans ycTaHOBKM HOBOW JnUeH3NM.

|£ ] Hacrpoiiku Kpuntolpo JCP - O K
ice AnropuTMbI ObopypoBaHHe Nononuutensio Oxpyxenue
Xpauunuwa Knioveii u ceptudmkaTon J60scar Cepeep JTLS ¢ Hactpoiim TLS

KpunTtolpo JTLS v.2.0
(c) Kpunto-Mpo, 2005-2018, Bce npaea 3allMLLIEHb]

Jnuenzna

Bepcua: 2.0

CepmifHbiid Homep: CT20B-00030-00YEV-5A
Bnaneneu: He ycTaHoBnex
OpraHuzauua: He ycTaHoBneHa

Tun: CepBepHas

[onycTUMOe KONMYECTBO ceccHii:  HeorpaHu4eHHoe

Bpems peiicTeua: o 24.09.2018

[aTa nepeoi YCTaHOBKM: 26.06.2018

Beoa nMUeH3MKM

OK OTMeHa MpHUMeHnTb

Pucynok 4. 3aknagka «Cepeep JTLS»

Mpu yctanoske mogyns Kpuntollpo JavaTLS 6e3 BBOAa NMUEH3UM NOIB30BATENIO NMPEAOCTABASETCS NMLEH3US
C OrpaHmyeHHbIM cpokoM geiicTeusi. [na wcnonbsoeanusi Kpuntollpo JavaTLS nocne okoHuaHusi aToro cpoka
NONb30BaTE/b JO/DKEH BBECTU CEPUiiHbIi HOMep C Bnanka JluueHsuu, monyveHHoR y opraHmsayumu-paspaboTyuka
WA OpraHn3auun, NMeroLWell npaBa pacnpocTpaHeHnst npogykTa (gunepa). [ns BBOAA JIMULEH3NM HAXKMUTE KHOMKY
BBog nnueH3nm n 3anonHUTE COOTBETCTBYIOLLEE MOJIE B OTKPbIBLIEMCS OKHe (nogpobHee pasg. 1.1).

Buumanue! Jluuensus bygeTt coxpaHeHa Tonbko nocie HaxkaTusi kHonok « OK» unun «lpumennTe>.

B cnyqae ncnonszosannsi JTLS (cpSSL) cosmectHo ¢ JavaCSP Ha cepBepe noOMUMO CepBeEpHOIi NNLEH3NM s
cpSSL noTpebyeTca Takxke cepsepHast auueHsus JavaCSP u cepeepHas nuuensus CSP.

3aknagka «Cepeep JTLS» comepxuT cnegyrowyto nHdopmaumio:
e Bepcus Kpuntollpo JavaTLS;
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cepuiiHbiii HOMep nuueH3un Ha ucnons3osaHne Kpuntollpo JavaTLS;
UMsi BNagenbla JnMueH3snu;

opraHn3aLmsi, K KOTOpOii OTHOCWUTCS BnajeneL;

TN ANLEH3UN;

JONYCTUMOE YUCNIO CECCUI ANSA OAHHOW NNLEH3UN;

BPEMsi AeliCTBUSI INLEH3NN;

[laTa nepBoii YCTaHOBKM.

2.2 3aknapka «Hactpoiikn TLS»

3aknagka «Hactpoiikn TLS» (cm. puc. 5) npegHasHadeHa Ansi TPOCMOTPa M W3MEHEHNSI HACTPOEK MPOTOKOA
TLS, peanunzyemoro mogynem Kpuntollpo JavaTLS.

|£ | Hacrpoiikm Kpuntolpo JCP - O X
J1CP ANropuTMbl ObopynoeaHue JlononHuTensHo OxrpyreHne
XpaHUnuLLa Knoueid u cepTudukaTos J60scar Cepeep JTLS HacTpoiiku TLS

AyTeHTUDMKaLNS KNHeHTa

Pazmep K3lua ceccuii

Bpems xpaHeHusa ceccuid B Katue (4)

lMpoBepsTb CepTUMKATDI LIENOYKM Ha OT3bIB

3arpyxatb CRL no CRLDP cepTudmukata (N0 yMONUYaHUKD)
D 3arpyxatb CRL U3 nanku

Renegotiation indication
O Pa3pelmTb HebesonacHoe Bo30BHOBNEHWE ceccMM W HecooTBeTcTBUE RFC 5746

@ 3anpeTuTb HebezonacHoe BO30OHOBNEHHE CECTMM, Pa3PeILMTb HecooTeeTcTBHe RFC 5746
(_) Tpe6osaTb Hanuune RI u cTporoe cooTeeTcTake RFC 5746

[ ]3anpeTuTb KMEHTY OTNPaBNSTL paciuMpeHme RI

OK OTMeHa [pHUMeHNTH

PucyHok 5. 3aknagka «Hactpoiikn TLS»

C nomoLLbto 3aKnafKy YCTaHABINBAOTCA CefyroLme HaCcTPOIiKK cepeepa:

e HeobxoaMMOCTb ayTeHTUdUKauMy KaneHTa (Mo ymonyaHuio He Tpebyercs);

e pasmep Kawa ceccuii (KoNMHecTBo ceccuii; no ymondaHmoo 0 — HeOrpaHUYeHHoE);

e Bpemsi XpaHeHus ceccuii B kawe (no ymonyaHuto 24 yaca; ecnu pasmep kawa ceccuii He 3agan (=0), To
CTapble ceccuu ygansitecsi He byayT);

® BO3MOXXHOCTb MOJIHOTO OTKJIKOHMEHUSI MPOBEPKM LIENOYKN CEPTMPUKATOB Ha OT3bIB, BKJIOYEHUE MPOBEPKMN C
ycnoeuem 3arpyskun COC uz cetn no CRLDP ceptudumkarta, BkntodeHne nposepku ¢ ycnosuem 3arpysku COC us
nankn (3agaetcs abcontotHelii nyTe k nanke ¢ COC);

® OTKJIOYEHME, BKIIOHEHME M TpeboBaHnue noafepxknm pacwmpeHusi Renegotiation Indication (RFC 5746).
3ajaHune JaHHbIX HACTPOeK C MoMoLblo napameTpos Dru.CryptoPro.ssl.allowUnsafeRenegotiation=<value>
n Dru.CryptoPro.ssl.allowLegacyHelloMessages=<value> B NpuaoXeHUu nmeeT Honee BbICOKUI NPUOPNTET 1
nepeonpegensiet HacTpoliku JTLS. Mapbl ykasaHHbIX CBOWCTB 0bpasytoT cnepytowme rpynnsl (cm. Taba. 1);

® BO3MOXHOCTb OTMPaBKM KAWEHTOM paclimpennsi Renegotiation Indication (no ymondanuto paspeero).
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Tabnnua 1. Pexnmbl nogaepxxkn Renegotiation Indication (RFC 5746)

Pexunm

Allow Legacy
Hello Messages

Allow Unsafe
Renegotiation

Ananorusa c Kpuntollpo CSP TLS

Crpornii (strict) |false false Tpebyem RFC 5746: nannyne Rl obsizaTensHo,
NpoBEpKa BbIMOJHSAETCS

BesonacHbiii true (SUN/Oracle |false Mopaepxnsaem RFC 5746 (no ymonyaHuio B

(interoperable) default) Kpuntollpo CSP sepcuii 4.0, 5.0): Hanunumne RI
HeobsI3aTeNbHO, NMPOBEPKA MOXET BbIMOHATLCS

HebezonacHsliii true true He nogpepxunsaem RFC 5746 (no ymonyaxuto B

(insecure)

Kpuntollpo CSP Bepcwii 4.0, 5.0): Hanu4ne RI
Heobs3aTenbHO, NPOBEpKa He BbIMOJHSAETCS
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3 HacTpoiika napameTpoB npoBaigepa C NOMOLLbIO
Preferences

B HekoTopbix caydasx MoxeT notpebosaTbcst Hactpoiika Kpuntollpo JavaTLS nytem pepaktuposaHus
napamMeTpoB npogaiigepa, xpaHawmxcs B Preferences.

[ocTyn K HUM NPENMYLLECTBEHHO MOXHO MONY4YNTb TPeMsi cnocobamu:

e nporpamMmHo, ¢ nomoubto Preferences.systemRoot() nnu Preferences.userRoot(), nepedncnenus
nyTel K y31aM 1 3383aHNS HOBbIX 3HAYEHWIA;

e BPYYHYIO, PefaKkTMpysi MapaMeTpbl B COOTBETCTBytowwmx pasgenax (SOFTWARE\JavaSoft\Prefs\ru
nnn  SOFTWARE\Wow6432Node\JavaSoft\Prefs\ru komnbtoTepa HKEY_LOCAL_MACHINE wnam noJsib30BaTeNs
HKEY_CURRENT_USER) peectpa OC Windows wnu dpaiinel Buga prefs.xml B COOTBETCTBYIOLWMX Marnkax
.systemPrefs/ru (Hanpumep, /etc/.java/.systemPrefs/ru) unn .userPrefs (/home/user/.userPrefs/ru)
OC *nix;

e c nomowpto knacca ru.CryptoPro.JCP.Util.SetPrefs, Haxogswerocs B Mogyne JCP u
NPeAOCTaBSIOWErO BO3SMOXHOCTY 4151 JODABNEHUS N PefaKTUPOBAHUSI, HAMPUMEP:

java ru.CryptoPro.JCP.Util.SetPrefs -user -node ru/CryptoPro/ssl -key cpSSL_any_param
-value any_value

java ru.CryptoPro.JCP.Util.SetPrefs -system -node ru/CryptoPro/ssl -key cpSSL_any_param
-value any_value

Tabnuua 2. OcHosHble napameTpbl Kpuntollpo JavaTLS

Onucatue MyTb Kniou CootBeTtcTByeT
MyTe k nanke CRL ru/CryptoPro/ssl |CRL location ~ |3aknagka «Hactpoiikn TLS»,
default 3arpyska CRL u3 nanku
AyTeHTuuKaums KaneHTa, Y1cno ru/CryptoPro/ssl | Client auth 3aknagka «Hactpoiikn TLS»,
(0-2) default ayTeHTNUKALNS KIUEHTA
Mposepka uenoykn ceptucprkatos Ha |ru/CryptoPro/ssl |Enable 3aknagka «Hactpoiikn TLS»,
oT3biB, true unu false revocation npoBepKa LenoYkn cepTudnkaTos
default Ha OT3bIB
Mposepka uenoukn ceptucpukatos Ha | ru/CryptoPro/ssl | Enable CRL 3aknagka «Hactpoliku TLS»,
oT3biB, true unu false revocation npoBepka LenoYkn ceptTudrnkaTos
online_default Ha OT3bIB MyTeM ObpaLleHnsi B CETb
Mposepka uenoykn ceptucpukatos Ha | ru/CryptoPro/ssl |Enable CRL 3aknagka «Hactpoiiku TLS»,
oT3biB, true unu false revocation NpoBepKa Leno4Ykn cepTudrnkaTos
offline_ default Ha OT3bIB NyTem obpalleHuns K
nanke
3anpeTt Ans KAWeHTa OTNPaBAATb ru/CryptoPro/ssl |disable client ri |3aknagka «Hactpoiikn TLS»,
pacwupenne Renegotiation 3anpeT 415 KAUEHTa OTNPaBAsTbL
Indication, true nan false pacwupenne Renegotiation
Indication
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[anHbIli napameTp BKAKOYEH MO
YMOJYAHUIO N KOHTPOJINPYET:

1) He oTkJitoHeHa M NpoBepKa
cootsetcteusi CN/AlternativeName B
ceptucpukate (cepsepa) un
ip-afpeca/nMeHn xocTa, K KOTOPOMY
NPOVU3BOANTCS NOAKIOYEHNE;

2) He OTK/IKOYEHA NI NPOBEPKa
LenoYKn cepTudnKaTos Apyroi
CTOPOHbI;

3) Bxogut nu ans cpSSL nposaiigep
nognucwy /wndposaHus no
YMOJYAHUIO B CMINCOK JOMYCTUMbIX
npoeaiigepos - JCP, Crypto uan
JCSP

4) BCe NN OTKPbLITbIE KJIIOHU B
LlenoYKe cepTUUKaTOB ApYroii
ctopotbl umetot FOCT anropnTm.

Pasmep kewwa ceccuid, 4ucno ru/CryptoPro/ssl |Session cache  |3aknagka «Hactpoiiku TLS»,
size default pasMep Kella ceccuii

Bpems xpaHeHusi ceccnii B keLue, ru/CryptoPro/ssl |Session time 3aknagka «Hactpoiikn TLS»,

Yacsl default BPEMSsI XPaHEHNS CECCUli B Kelue

Anroputm pabotsl ¢ Renegotiation ru/CryptoPro/ssl |RI_support 3aknagka «Hactpoiiku TLS»,

Indication, yucno (0-2) Renegotiation Indication

Paspelenune ncnonb3osats ru/CryptoPro/ssl |tls client fixed |Her napamerpa B nanenun JCP

cepTudmKaT apyroli CTOpoHbI Ast dh_allowed

BbIpaboTkn ceccmoHnHoro katoya. Mo

YMOJTHaHUIO OTKJIKOYEHO.

[obaeneHne anuHbl nognucn B ru/CryptoPro/ssl |tls client strict |Het napamerpa B navenu JCP

coobuyenne CertificateVerify. Mo certificate verify

YMOJTHAHUIO BKJTOHEHO.

3anpeT Ha OTKJIlOYeHNE pAja ru/CryptoPro/ssl |tls prohibit HeTt napametpa B nanenun JCP

NPOBEPOK, KOTOPLIE BbIMOMHAKOTCA disabled

NPy YCTaHOBNEHUW COELUHEHNSI. validation
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